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Executive Summary

The Internet and associated dectronic communications have become an indispensable tool for
both business and government. This technology alows organizations to conduct éectronic
commerce, provide better customer service, collaborate with remote partners, reduce
communications cogts, improve internd communication and access needed information rapidly.
However, our reliance on a networked eectronic society is not risk free. Security breaches,
theft of proprietary information, privacy risk, financid fraud, and sabotage of data or networks
are emerging threats in our new information age.

Both the number and sophistication of attacks on our information infrastructure have
exponentialy increased in the last decade. In fact, there have been more reported incidents of
network attack in the last quarter of 2000 than in the entire previous yesar.

In the rush to benefit from using this new technology, organizations ranging from government to
business often overlook the risks associated with eectronic systems and therefore, have not
mede sufficient invesment in information assurance products and services. Information
Assurance (IA) is the information operations that protect and defend information systems by
ensuring their avallability, integrity, authentication, confidentidity, and nonrepudigtion. This
includes providing for restoration of information systems by incorporating protection, detection,
and reaction capabilities.

Engineering practices and technology cannot produce systems that are totally immune to attack,
but the risks can be reduced and made manageable. Mot network and system operators do
not have the resources or technical expertise to defend againgt attacks and minimize damage.
Information security and critica infrastructure protection practices and policies are
underdeveloped, poorly disseminated, and erraticaly followed.

To overcome these current shortcomings the following recommendations for government action
are provided:

Fund demondtration programs on severd of the infrastructure domains such as air traffic
control, power grid, telecommunications, banking, medica and emergency services.

Fund research and development programs to address the key issues asidentified annualy
by key government councils such as the Chief Information Officers (CIO) Council.

|dentify, support and reward interna and cross-agency initiativesto build a stronger Federd
security infrastructure and adequatdly “ capitaize” this effort.

Foster cooperative research with our alies and codition partners.



The Current Policy Framework

The Federd government is becoming increasingly dependent on the eectronic environment,
epecidly with the trangtion to e-government.  This includes the Internet as wdl as the
telecommunication and data networks owned, operated or managed by Federa agencies.

Driven by an Adminigtration and Congress supportive of moving Government functions and
sarvices into the 21% century through business-like e government processes, these agencies
must respond to the needs of the citizens to deliver services in new ways, more quickly and
effectively, without compromising security and privacy. Legidation and other policy documents
amed a deding with security and privacy issuesinclude:

The Clinger-Cohen Information Technology Reform Act. This 1996 legidation
provided the necessary guidance for the federd government to become Information
Technology (IT) enabled, to do capitd planning, and to become more busnesdike in
their gpproach to providing government services.

The Government Paperwork Elimination Act (GPEA) ensures continued movement
toward meeting the milestone for a fully enabled eectronic government by 2003, which
includes the requirement for secure access to government information and services.

The Gover nment Information Security Reform Act, enacted as part of the Defense
Authorization Act of 2001, adds clarity and emphasis to existing legidation by requiring
agencies to conduct security reviews and develop agency wide security programs.

Presidential Decision Directives (PDD) 63. Criticd infrastructure protection
planning and implementation as presented in PDD-63 are moving forward under the
direction and guidance of the Nationa Security Council and its National Coordinator for
Security, Infrastructure Protection and Counter-Terrorism Office, with operationd
support from the Critica Infrastructure Assurance Office. The critical infrastructure
protection programs under PDD-63 are the foundation for cross-agency and industry
efforts. They include 1) Prepare and prevent; plan to identify criticd infrastructure
assets and interdependencies, and address vulnerabilities. 2) Detect and respond; plan
to detect attacks and intrusions, develop robust intelligence capability, share attack
warnings and prepare capability for response, recondtitution and recovery. 3) Build
strong foundations; for research and development, to identify and train information
security specidigts, adopt legidation and gppropriate funds, and protect the citizens
privacy and civil liberties.

Office of Management and Budget (OMB) Circular A-130 and the National Plan for
Information Systems Protection (dong with PDD 63) bring focus to the globd
nature of the problems facing the United States and highlight the need for a strong
public-private partnership. The National Plan is the Federal government’s road map for
this partnership. Version 2.0 of this nationd plan is expected in the near future, and will
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concentrate on the commercid sector, with a focus on identifying the best commercid
security practices and ways to share this information for the benefit of both the
commercid and government sectors.  The National Plan serves as the basis for the
interna and cross-agency outreach initiatives to the private sector.

The above listed legidation gppears to empower government to move from the paper-based
approaches to a digita approach using the Internet and other dectronic networks.  Other
government guidance mandates planning and assessments in both the information security and
critica infrastructure protection aress.

In addition, the executive branch through Executive Orders and Presdentia Decison Directives,
together with the programs of OMB and the CIO Council, have a taken a proactive approach
to helping agendies in the planning and implementation of information assurance and critica
infragtructure protection solutions. For example, OMB has issued a series of memorandums
providing guidance on reporting incidents to the Federal Computer Incident Response Center.

The beginnings of a Federa security infrastructure are taking form. The basdine capability for
information security is in place in most agencies, with many CIO's edablishing associate
positions for information security management. The ClIO Council and OMB have put together
the framework for building the security management organization in the agencies. They are
encouraging the development of a government-wide security infrastructure to support e-
government. The building process has darted with the basc security management in the
agencies. The security management includes an evauation process based on policies and
dandards, an interoperable public key infrastructure for e-government gpplications, and
defensive protection cagpabilities that protect the systems and the privacy of the information for
citizen and government users.

While these efforts are beginning to have a podtive impact on agencies and the services they
deliver to the citizen, much remains to be done. The Fiscal Year 2001 budget showed improved
support and interest from the Congress in both information security for existing systems and
programs, as well as new, cross-agency initiatives. However, the resources for supporting these
activities dill fal woefully short of the funding needed to achieve success. In terms of oversight,
audits and reviews by various Inspectors Generd and the GAO continue to document agencies
failing to comply with established guidance.

Current Challenges

Depatments and Agencies have embraced the need to improve information security
infragtructure, but they continue to struggle with identification of the resources necessary to
become fully compliant with legidative intent and security policy guidance. Over the past two
years, the OMB has worked closdy with agencies to build the processes for determining
needed resources and appropriatdy identifying and reporting on security initiatives. In presenting
the Fiscd Year 2001 Budget, OMB worked in conjunction with the agencies and the
gppropriations committees in Congress to present a complete and coordinated picture of the
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Adminigration’s consolidated information security program. In the find andyss, the resulting
funding was a sgnificart achievement in building awareness and credibility for government-wide
initiatives. But as noted by the GAO, thereis along way to go to achieve the requidte level of
security needed to support current e-government initiatives.

The information security language in the Government Information Security Reform Act must be
trandated to effective and measurable implementation plans and programs. OMB is in the
process of completing agency clearance for this guidance. The update to the Nationa Plan for
Information Systems Protection and a rewrite of OMB Circular A130 Appendix I11, both
currently underway, must be completed quickly and presented to the agencies. Agencies must
do a better job in the assessment of critical systems and alocating necessary resources to
upgrade information security capabilities. Follow-up reporting, measurement and self-inspection
arecritical.

Recommendations

Information Assurance is a mgor chalenge that demands tough and unique approaches for
solutions. We dl agree that the vulnerabilities in our information infrastructure not only cregte
risk for government systems, networks, information and public trust, but also creste risk to our
economic and nationa security. We must implement processes to better protect information and
information systems that are S0 necessary to our nation's welfare.  Although significant firgt
geps have been taken to create the foundation of an Information Assurance infrastructure,
additiond action is required.

The Government Electronics and Information Technology Association (GEIA) believes that a
set of coordinated and properly funded actions are needed. We believe that it is necessary to
increase our knowledge of threats, vulnerahilities, and integrated solutions, and to implement
effective, measurable security policies and practices. Government must move beyond the
resctive stance to one of total awareness and cooperation. We fully concur that industry must
join with the government to address many areas of potentid mutud benefit. Because
infrastructure attacks that inhibit or delay services to the generd public cannot be tolerated, it is
recommended that the following actions be taken:

Fund demondtration programs on severd of the infrastructure domains such as
ar traffic control, power grid, tedecommunications, banking, medicd and
emergency services. These demondrations will show an integrated gpproach to
assessing the information spectrum, understanding when and how attacks will

come, taking proactive measures to inhibit the attacks, and demonstrate in red

time the ability to counter the threats and maintain the services. Included in these
demongtrations, should be “process’ specific ideas, dlowing agencies to stand-
up an information assurance plan or model, measure its effectiveness, report on
the results and request the additiona funds necessary to improve and implement
the process across the agency. We urge setting the development of 15
demondration and implementation programs in this area.  These practicd
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demongtration programs (some examples follow) should be sdected to show
the ability to withstand an attack and continue safe operation:

1. FAA inroute system and airport — Where the attacks will take the form
of disrupting the sensor information, infiltrating the telecommunications
network, and corrupting the information near the take-off and landing
Zones.

2. Power grid trandfers — The attacks may take the form of re-routing the
power from whereit is needed to somewhere dse or causing false
adarmsto be generated at high risk power generation plants.

3. Emergency Services—Attacks may seek to misdirect the deployment of
emergency services, corrupt the information gathered, and ater
suspect/victim information.

4. Federd Agenciesinvolved in tax and benefit payment (such as Internal
Revenue Service and Socid Security Adminigtration) —Attacksto
modify critical dectronic information.

Fund research and development programs to address the issues as
identified annualy by key government councils such as the CIO Council.
While trying to solve the subgtantid tactica chdlenges facing us today, we
must not fall to address drategic problems that are going to occur in five
years and beyond. Groups such as the Defense Advanced Research
Projects Agency (DARPA), Air Force Research Laboratory and others
are underfunded in thisregard. Other emerging problems needing solutions
ae intruson detection and recovery for the wirdess grid, collaterd
information system impacts on operaiona continuity due to non-computer
based attacks, effective use of tactica deception as a defensgve measure,
redl time traceback and identification of intruders, and predictive anadyss
based on system and network activity and event data.

Identify, support and reward internd and cross agency initiatives to build a
sronger Federa security infrastructure and adequately “cepitdize’ this
effort. Cooperation in protecting the infrastructure is the only effective way
to combat this problem. We recommend crestion, & the nationd levd, of an
Infrastructure Emergency Response Team to be the clearinghouse for
assurance information and procedures. The primary focus of this program
would be to demondrate the ability to gather information across the
infrastructure and then forecast, adapt, and act againgt threats to the critica
nationd infragtructure. This is over and above the individud infrastructure
programs discussed in the fird recommendation.  This program will
demondrate the ability to get forecagting information earlier through multiple
agency cooperation. We strongly support the National Security Council’s
plan to split the Nationd Coordinator's role into two separate functions,
one for security and infrastructure, and the other for counter-terrorism. This
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more concentrated focus should help in achieving the level of coordination
and cooperation required for success.

Foster cooperative research programs with our alies and codlition partners
for conggent agpproaches to legd issues, policing, sharing of key
information and codition operations. Some specific research aress arel
Cooperative standards for IA event reporting; response (operationa
continuity) drategies for codition sysems, vulnerability assessments
impacts and mitigation plans for codition systems; and cooperative forendc,
legd and globd infrastructure assurance management tools.

The association has a cadre of experienced information assurance professonds with red world
knowledge and experience who are willing to help create this partnership. We at the GEIA
developed the firgt technology forecast for information assurance as early as 1996 and have
been forecasting the economic growth of the IA sector for severd years. In short, our
membership understands this technology and is on the front line developing new and cutting
edge approaches to solving the information assurance problem. On behdf of the Government
Electronics and Information Technology Association membership, we offer you our unbiased,
technical assessment of current technologies, as well as promising technologes of the future, to
directly support the government in addressing and attacking these challenges.



